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INFORMATION WARRIORS
AND THE BATTLE FOR
HEARTS AND MINDS IN THE
MIDDLE EAST
VYVYAN KINROSS

T

he rise and evolution of public
opinion in and about the Middle
East increasingly demand attention,
above all because the processes required for
the expression of public opinion are central
to the growth of free societies. They include
the development of constitutional political
structures; economic models; mechanisms
for social justice; civil and human rights; and
consumer choice.
I have worked with governments
in the region to help them develop their
information and communication capacity.
As such, I consider myself a professional
communicator who has been part of a
business that aims to shape the perceptions
and behaviours that drive public opinion,
anchored in technical knowledge and
applied expertise.
In this article, I have tried to shed light
on some of the powerful and important
trends in information and communications
that are shaping the modern Middle East.
First, in the recognition of a continuum in
the way that the West has used propaganda
over the last century to construct narratives
that justify and make sense of its policies
and interventions in the region. Second, to
04

observe that since the Iraq wars of the early
1990s there has been a new emphasis on
the role and significance of information
war, coupled with a transference of related
expertise and skills to the Arab world. I
also contrast declining Western success
in communicating its policy agenda in the
region with the new digital and social media
campaigning, messaging, penetration and
reach achieved by Islamic State since 2014.
Through this analysis, I make the case
for a new approach in the way in which the
West needs to connect with a reforming
Middle East if it is to remain relevant in the
future.
Far from abstract, working in
information and communication capacity
is specialist work that can determine
information culture, policy and systems. It is
a conscious engineering that helps shape the
mechanisms and content of a government’s
internal and external conversations, in turn
affecting how it is perceived; factors which
together constitute the building blocks of
modern reputation management.
The drive to modernise government
institutions and systems in the Middle
East is in part a response to the widening
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gap between government and citizens.
The need for more direct and effective
dialogue between them is a political and
social consequence of the uprisings of the
Arab Spring of 2011 and the ‘Nile Spring’
of 2019. Public opinion in the Arab world
has taken up a more pivotal position on the
political stage as a result of these cathartic
events, and has rapidly progressed from
the negative connotations of the old ‘Arab
street’ stereotype of the 1950s, towards a
more contemporary force that embraces
expressions of identity, engagement and
change.
For the first time the customarily
silent voices of students, young people,
professionals, entrepreneurs, and most
particularly, women are being heard
demanding change.
The power vacuum left by the
withdrawal of the United States from Iraq
in 2011, the consequent
advance of radical
“States and
Islamism, an increasingly
weaponised sectarian
movements use
rift in the region and the
information as
transformative penetration
part of a wider
of all corners of Arab
dialogue by social and
strategy to fully
digital media have helped
engage in conflict… create a more polarised
and active political
an idea that has
environment in the Middle
formed part of the
East.
A central theme in
analysis of the way
my new book, Information
liberal democracies Warriors - the battle for hearts
and minds in the Middle East
successfully used
(Gilgamesh Publishing),
propaganda as a
is the tendency of states
tool to achieve both and movements to use
as part of
military and foreign information
a wider strategy to fully
policy aims”
engage in conflict. It is an
idea that has formed part

of the analysis of the way liberal democracies
successfully used propaganda as a tool to
achieve both military and foreign policy aims
during the First World War.
A century has now passed since the
world’s major powers redrew the map of
the Middle East through a series of treaties
following the Paris Peace Conference of 1919.
These treaties swept away four centuries of
Ottoman rule and replaced it with a series of
international Mandates, causing a wave of
secondary effects and negative impacts that
are still being felt today.
It has long been argued, for example,
that one outcome of post-war British and
French imperial rule was to set back the
development of Arab democratic institutions
and thus stifle national political debate.The
failure to offer any significant mechanism
through which the expression of popular
opinion could be seen to result in positive
change effectively impeded the cause of Arab
independence and national identity. Whilst
it is true that Britain carved out borders and
introduced political structures after the War,
it did so alongside a narrative that played
up its own technological, administrative
and military superiority and perpetuated
the prevalent Orientalist doctrine that had
framed its interventions in the region.
A line of investigation in the book is an
analysis of how the West’s information and
propaganda front, most especially Britain’s
and the United States, has developed since
the First World War in tandem with a
succession of advances in the theory and
practice of persuasive communications. This
has invariably involved some predictable but
other more Machiavellian concepts such as
perception management and psychological
operations, which bear further scrutiny
and explanation. In the course of this
analysis, contemporary themes such as the
manufacture and distortion of news, the use
of atrocity propaganda and the psychological
05
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and behavioural engineering
framed, much of the content
associated with persuasive
of these pages can already be
“It would be
communications techniques
located in the public domain.
wrong to depict
are revealed as constructs
Nevertheless, with the wider
the information
that all have their roots in
perspective of scrutiny over
the first half of the 20th
war in the Middle time, a process of reflection
century, and in specific cases,
reveals a pattern of striking
East as an entirely similarity between the
have been linked to some
of today’s most extreme
propagandist’s manifesto from
one-sided affair.
expressions of radical
a century ago when the British
Arab nations…
Islamism.
marched into Jerusalem to
Another theme
developed their own declare their simultaneous
concerns the tracing and
and occupation,
expertise in the use liberation
articulation of the rise and
and the mixed messages that
development of propaganda
and manipulation currently offer equivocal
and information war in the
support for a generation of
of regional and
Middle East through the lens
modern Palestinians whose
international
of its individual theorists
wheels are, as it were, spinning
and practitioners. Their
in the same sand of moral
media.”
trajectory reflects the journey
ambiguity disguised as
from generally amateur and
solidarity.
experimental origins up to
It would be wrong to
and during the First World War, to their most depict the information war in the Middle
contemporary incarnation as modern day
East as an entirely one-sided affair. Over
information warriors: a critical dimension
the decades since the outbreak of the
of the conflict and policy planning process
Second World War, Arab nations intent on
itself. This development has in turn driven a
making the case for national identity and
secondary trend to outsource some aspects
political sovereignty have developed their
of the conduct of information war to those
own expertise in the use and manipulation
whose modus operandi remains largely
of regional and international media. They
shrouded and inaccessible.
have found a way to pull the levers of mass
It is on this arc that the prevailing
communication to suit their own aims.
notion of strategic narratives as ways
Notable examples include the masterful
in which to make popular sense of the
media projections of Egyptian President
psychological and physical dimensions
Gamal Abd Al Nasser in the 1950s and
of conflict has paralleled the rise of
1960s and Palestinian leader Yasser Arafat
individuals who are as much politicians
in the 1980s and 1990s. Latterly, however,
and ideologues as they are communicators
the media planners and propagandists of
and propagandists: they are postmodern
Islamic State have shown themselves to be
navigators of the treacherous currents that
the new masters of the genre, developing
govern the manipulation of public opinion.
organisational models, skill sets, multimedia
To those who make it their business
content and distribution channels which
to follow the ways in which Western
have together ensured a global reach based
military intervention and foreign policy in
on a simple existential message that connects
the countries of the Middle East have been
directly with audience emotions. Evidence is
06
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even beginning to show that degrading of the
physical Caliphate may have little impact on
its ability to release stockpiled propaganda
output for decades to come.
Information warriors in the West
and Islamist ‘media mujahidin’ therefore
represent two sides of the same coin and
have developed in plain sight of each other:
the latter an assiduous student of the former.
The servant rising through the ranks to
become the new master is an overused trope,
but it nonetheless brings into focus the
conundrum at the heart of the propaganda
and information wars that have raged in
the region. Through the past century’s
flashpoints of Western interventions –
Palestine, Suez, Iraq, Libya – the propaganda
and information endgame of the West
appears to have failed to sell the predicted
benefits of new style governments and
relationships across the region – especially in
the export of the vision of democracy touted
by the ideologues within the US neo-con
Republican class of the 1990s.
Instead, variations of old alliances and
ententes have survived amidst wholesale
political confusion brought on through a
series of disruptions and upheavals whose
outcomes are not yet in sight. If a new order
is to emerge, this situation still requires
resolution; most importantly it needs a
political and social manifesto that has yet to
find solid form or expression.
Information war, as opposed to old
style propaganda, is still a relatively modern
term and its precise definition remains
elusive, especially given the increased use
of cyberwarfare and other state-sanctioned
technological intrusion. Nonetheless, its
overarching effect is to promote a more
general and corrosive conspiracy theory
which makes it difficult to take any narrative
accounts, or the facts on which they are
based, at face value; it is becoming generically
harder to know who or what to believe, often

leaving suspicion in place of trust as the
default response.
The founder of modern public relations,
Edward Bernays, was clear about his
intentions to use communications to create
credible renditions of reality in pursuit of
his clients’ self-interest. There is little reason
to doubt today the clarity or foresight of
his vision nearly a century ago but perhaps
more urgent cause to examine its moral
underpinning, an existential dilemma of the
digital media age.
THE ASYMMETRIC FRONT:
INFORMATION AND CONFLICT IN
THE ARAB WORLD
Beyond the straightforward recording
and selecting of facts, the writing of history
is about context and interpretation to
achieve certain aims and agendas. It is how
one historian assembles links between
people and events that another considers
disparate or unrelated. Seen through one
lens, the history of the Middle East over the
last century is perceived predominantly
as a series of conflicts. The first and most
violent of these types of conflict is military,
a genre which encompasses two world
wars, numerous independence struggles
(including for a Palestinian state); violent
revolutions in countries such as Algeria and
Egypt; civil wars in Syria and Yemen; and
insurgent wars, the most recent of which
(the Western invasion of Iraq in 2003) is still
framing the extreme Islamist narrative.
Added to these military conflicts and
their various ideological themes (including
imperialism, colonialism, Arab nationalism,
Communism, Socialism, Nazism and
jihadism), is the sectarian war fuelled by the
schism between Sunni and Shi’a Islam. It is
increasingly militarised by Saudi Arabia and
Iran, and their proxy war in Syria, drawing in
the United States, Russia, Turkey and others:
all of their motives and commitments are
subtly differentiated.
07
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Though easily the highest impact,
military confrontation comprises just one
branch of the conflict “tree”. Economic war
is a second branch, also waged by the West
that has its own campaign of calculated
opportunism in trade and commerce.
It was formalised by the opening of the
Suez Canal by the British and French in
1869 and its subsequent exploitation until
1956 as a means of connecting Britain
with its extensive interests in the Levant,
Mesopotamia, and across the Arabian Gulf
to India.
The primarily British and French
imperialist agenda in the modern Middle
East was further enabled by Mandates
granted at the Treaty of Sèvres in 1920
which largely determined the exploitation
of the region’s natural assets such as oil and
gas, shaping commercial relationships that
remained intact for 50 years and still retain
some elements of their form. It was not
until October 1973 that this trading model
was upended with the weaponising of oil
production and supply that quadrupled
its price within a matter of months. Since
then, governments and the private sector
have simultaneously sought to negotiate a
situation that aligns the mutual economic
interests of the West with Arab oil power,
more finely calibrating the forces of supply
and demand through regular, though
sometimes vexed, intermediation.
There is a third class of conflict, about
which less is consistently acknowledged or
recorded, but which has in some respects
underwritten the first two. The ongoing battle
to shape and control public opinion in and
about the Middle East has been a significant
part of the backdrop to the military and
economic narrative of the region and its
design and management has taken up the
attention of the world’s superpowers, most
predominantly Britain and the United
States. It has also caused leaders of Arab
08

political states and
independence movements
“Getting to grips
to exploit the levers of mass
with the concept
communication in order
and the reality of
to construct a counter
narrative with a message
information war
that connects to their own
is… an important
worldview and agenda of
sovereignty and national
part of the Middle
identity. Getting to grips
East puzzle that
with the concept and
reality of information war is helps explain how
therefore an important part
the West, and
of the Middle East puzzle
that helps explain how the
latterly the Arabs
West, and latterly the Arabs
themselves, have sold
themselves, have sold their
their vision to the
vision to the world and
sought to frame actions
world.”
that have encompassed
both the orthodox and
extreme elements within
their societies.
In deconstructing the role of
propaganda in the First World War, political
scientist and communications theorist
Harold Lasswell wrote in his 1927 book,
Propaganda Technique in the World War,
that propaganda “is one of the three chief
implements of operation against a belligerent
enemy: military pressure (the coercive
power of land, sea and air forces); economic
pressure (interference with access to sources
of material, markets, capital and labour
power); and propaganda, the direct use of
suggestion’.
One of the great analysts and
visionaries behind what was then a new
science of mass communication, Lasswell was
amongst the first to state the importance of
giving the propagandist a place not only in the
execution of policy but also in its formation,
taking the view that policies are not safely
formulated without expert information ‘upon
which they rely for success’. 2
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Information Warriors tells the story of
how a century of Western propaganda and
public diplomacy has played a controlling,
though often hidden part in shaping the
Middle East from the start of the First World
War until the present day, tracing a line from
the first atrocity propaganda used by the
Allies in 1914 to the global media jihad being
fought by the information warriors of Islamic
State.
It shows how the information wars
waged in the region have been every bit
as potent and destructive as military
adventurism and why, after years of seeking
to frame the image of the Arab world and
control the narrative of its future, the
old information and communications
paradigm has shifted. Among the principal
characters in this story are the theorists
and practitioners of propaganda, the social
architects who have provided its intellectual
fuel and applied their minds to the practical
task of campaigning, between them
opening up this potent and under-reported
asymmetric front of modern conflict. They
include figures as seemingly disparate as
British Prime Minister Sir Anthony Eden,
Iraqi President Saddam Hussein and
Sigmund Freud’s nephew, Edward Bernays.
THE POWER OF PUBLIC OPINION
The state of public opinion is an
everyday obsession in the goldfish bowl
inhabited by Western politicians used to
the constant scrutiny of an often-vitriolic
democracy served up media style. For
Western governments active in the Middle
East, public opinion in the region itself has
not always been a central concern. The focus
has in the main been on their domestic
audience and, in time of war especially, the
tipping point between public support or
opposition, a problem that Herbert Asquith
encountered over Gallipoli in 1916, Sir
Anthony Eden grappled with in 1956 at

Suez and Tony Blair confronted before and
after the invasion of Iraq in 2003. Analysis
of growing evidence now points to public
opinion becoming a new and powerful
consideration for all political decision makers
in the region since the 2011 Arab Spring.
The growth of consistent and reliable
opinion polling amongst Arab populations
indicates a consensus that the reputation of
the West and confidence in its policy agendas
are at a consistently low point; the 2017 Arab
Opinion Index for example found that only
12 percent of more than 18,000 respondents
in 11 Arab countries across the region felt
at all positive about US foreign policy; the
number reflects a new low in what has been
a steady decline over the last few years
according to its author, the Arab Center for
Research and Policy Studies. 3
This overall decline is striking, as Arab
public opinion embraces over 400 million
people and has implications that go well
beyond the West’s national security and
counter-terrorism agendas. Research into
British attitudes towards the Arab world,
conducted in 2017, found that only around
one in 10 of the population (13%) believe
British foreign policy has been a stabilising
force in the region; and a majority (57%)
think that it has been largely ineffective in
either upholding human rights or promoting
global security. It showed that few people
know very much about the Arab world and
few are interested in finding out more.4
This perceived failure in policy is intimately
connected to a parallel failure in both
communication and education about the
Arab world, suggesting that an institutional
lack of Arab perspective and inclusion in
public debate has laid the groundwork for
negative stereotyping and rising levels of
Islamophobia.
These findings are from the results of
one of the largest public surveys undertaken
of British attitudes to the Arab world, and say
09
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much about the failure of communication
that effectively puts across British foreign
policy objectives or makes a case for our
former or current military interventions
in the region. Without the basis of a broad
understanding of Britain’s objectives and
modus operandi, both at home and in the
Middle East, how can we hope to secure the
weight of favourable public opinion? The
research also highlights Britain’s inability to
make a case for historical interventions that
have left a toxic legacy difficult to shift.
As the old Western narrative
characterising the Arab world has broken
down, that of the whole region sharing a
common culture, religion and identity, the
opposite has been true of radical Islamist
propaganda which has been conspicuously
successful in crafting a clearer and more
direct vision that pitches simplified albeit
distorted ideological solutions to complex
existential questions; it has packaged and
sold these personal and emotional appeals
to vulnerable and disenfranchised Muslim
communities around the world, especially

to young people. This matters particularly
in the Arabic-speaking Middle East where
over a quarter (28%) of the population is
aged between 15 and 29 – that’s 108 million
young people, the largest number of young
people to transition to adulthood at one time
in the region’s history. 5
At the same time as Western
propaganda and public diplomacy have
become more oblique, so they have proved
less effective. The explanation of why this
might be requires charting the progress
of Western attempts to harness and shape
public opinion in the region, from the early
development of propaganda in the Great
War through to its deployment as part of
an integrated communications approach,
drawing on abstract and sometimes
secretive models that include psychological
operations, Information Operations,
perception management, public diplomacy
and soft power.
At the heart of this paradox are a set
of questions the West, most especially the
United States and Britain, needs to address in

INFORMATION WARRIORS:

The Development of Propaganda Models
1900

1914

1917

1922

1939

1948

Scientific propaganda
Systematic Propaganda
- Atrocity propaganda
– Media relations
– Documentary

-Radio, film, personality cult

1956

1990

2003

Public diplomacy
Specialist propaganda
- Information operations
– Psychological operations
– PR & communications

-Soft power

2014

2019

Media Jihad/Information War
Perception management
– Outsourcing;
– Manipulating the
media environment

-Social & digital communications
– Atrocity propaganda 2.0
– Film & video 2.0

4
(C) Vyvyan Kinross 2019
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order to re-establish trust and thereby reset
relations with the Arab world: do we have a
credible vision for our role in the region that
we can communicate with conviction, one
which is supported by a clear connection
between what we say and what we do? Can
we pull together and manage our national
brand and information output to support this
purpose and vision at a level that can make a
difference?
As Lasswell noted in his analysis in
1927, ‘it is not necessary that the heads of the
propaganda services should formally occupy
ministerial or cabinet posts, but they should
have ministerial or cabinet influence’. 6 These
questions need answers, and in the process
we must give room to the idea that a change
of approach can reverse this information
deficit and shape an alternative vision for the
region.
Development of policy itself should
focus on frontline issues such as conflict
resolution, the refugee crisis, Palestinian
self-determination, radical Islamism, the
role of civil society, human rights, and a
more inclusive dialogue that accommodates
a range of Arab voices, especially those of
young people. But policy is only one part of
a much bigger picture. As David Miliband,
former British Foreign Secretary, argued in
2009, we need to build broader coalitions
and alliances of citizens that go beyond the
interests and concerns of elites if we are
to shift the weight of public opinion in the
region more towards the West as a long term
ally and equal partner.7 It is only this kind
of radical thinking that stands a realistic
chance of breaking the patterns of failure and
reaching a more enduring peace and stability
in the region.
THE RISING COST OF CONFLICT
A century on from the end of the First
World War, the most savage conflict the
world has ever seen, and war is still bleeding

nations and peoples dry. International
strategic power plays, regional tactical
aggression, religious and civil wars, border
incursions and land grabs, local territorial
struggles, armed extremism, factional
fighting, tribal unrest, gang wars, drug wars,
children’s armies; everyone is still at it. We
don’t seem to have learned anything. The
attraction of war is as mystifying as it is
enduring, given its devastating human and
economic price.
Research by the World Economic
Forum (WEF) shows that armed conflict
is now more costly for societies than ever
before, at a time when we are spending less
on peace. In its 2015 Global Peace Index
Report, WEF found that there had been
the highest number of global battle deaths,
terrorist activity and displaced persons for 25
years. It put the cost of violence to the global
economy in the same year at $13.6 trillion
in terms of purchasing power parity (PPP).
‘This is equivalent to $5 per day for every
person on the planet, or 11 times the size of
global foreign direct investment (FDI)’, the
report stated. 8 Yet, at the same time we are
spending less and less on peace. Figures show
that UN peacekeeping expenditure of $8.27
billion totalled only 1.1% of the estimated
$742 billion of economic losses from armed
conflict.9 US expenditure for its wars in the
Middle East and the war on terror totals
$4.79 trillion, according to figures from the
US-based Watson Institute of International
Public Affairs.
The United States has spent, or taken
on obligations to spend, more than $3.6
trillion on the wars in Iraq, Afghanistan,
Pakistan, Syria and on the Department
of Homeland Security. These numbers,
however, do not include all future interest on
debt associated with the wars, which could
climb to $7.9 trillion by 2053, according
to the Institute’s Cost of War Project. This
is the most comprehensive analysis of the
011
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budgetary costs available and represents ‘a
staggering human and social impact of the
wars,’ says Catherine Lutz, co-director of
the project, Thomas J. Watson Jr. Family
Professor of International Studies, and
Professor of anthropology at Brown
University.10
Even Britain’s military operations
since the end of the cold war have cost
£34.7bn and a further £30bn may have to be
spent on long-term veteran care, according
to a study by the Royal United Services
Institute (RUSI); its ‘Wars in Peace’ report,
also argues that the bulk of the money has
been spent on interventions in Iraq and
Afghanistan, both judged to have been
strategic failures.11
The financial cost of war can
conceivably be sidestepped as an abstraction
but conflict itself is always more immediate.
Acted out in variable settings and intensities,
it seems to deliver the same menu of modern
apocalypse and nihilistic destruction,
built around a steady diet of death, injury
and dislocation. The machinery of war is
designed with a set of moving parts that are
instantly recognisable, a constant presence
in the topography of our active imagination
alongside the accompanying mental photolibrary.
When we visualise war, we tend to
conjure up the same stock of images: khaki
clad ranks going over the top on the first day
of the Somme, bombers jettisoning their
payloads over Dresden or Cambodia, a
platoon of grunts wading knee-deep through
rice paddies in the Mekong Delta, and latterly
Iraqi special forces inching their way into a
booby trapped and toxic West Mosul.
We all harbour images of war, though
most of us in the West are lucky enough
not to have to experience its reality at close
quarters. These images, and what we think
and feel about them come to us through a
series of filters that involve layers of moral
012

and pragmatic choice, often including
censorship, fact selection, packaging and
presentation by others, most of them
unknown, unelected, unaccountable and
driven by interests, that in hindsight, often
prove not to have coincided with our own.
What messages are we directed to take from
our wars and by whom?
With increasing sophistication,
propaganda stories have been used in
tandem with some form of censorship to
shape public opinion about war throughout
the 20th century and into the 21st, along a
trajectory that reaches from the first atrocity
propaganda in 1914 depicting Belgian
babies skewered on the points of German
bayonets, to the 1990 Gulf War fiction of
Iraqi soldiers snatching babies from hospital
incubators in Kuwait City and the allegations
of Viagra fuelled mass rape in Libya in
2011.12 The military management practice
of Information Operations (IO) imposes a
form of initial censorship by manipulating
the communications process, variously
restricting access, content or sources to
media; a strategy which enables greater
control of output and can lead to factual
distortion or omission.
Whilst we might be aware that
contemporaneous media coverage of our
wars has not always reflected the facts on the
ground, we need wider recognition that the
practices of media manipulation, perception
management and the growing role of the
information warrior now hold comparable
status in conflict design alongside action
in the field, a strategic and operational view
shared by US and Islamic State war planners
alike.
‘I am not a national security strategist
or a military tactician; I am a politician and
a person who uses communication to meet
public policy or corporate policy objectives.
In fact, I am an information warrior and a
perception manager’.
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This now notorious statement was
made by John Rendon, founder of the
Washington PR firm, The Rendon Group,
in his speech to cadets at the U.S. Air Force
Academy in 1996 in relation to his part in the
Gulf War of 1990.13
What did he mean when he talked
about perception management? This is an
abstract concept that largely resonates in the
briefing rooms of strategic war planners and
communications teams in
the Pentagon and Whitehall
“Media weapons
or the upper echelons of the
can actually be more communications business.
potent than atomic Its labyrinthine definition
a mix of actions to
bombs… indeed, it denotes
convey and/or deny selected
is no exaggeration information and indicators
to foreign audiences to
to say that the
influence their emotions,
media operative is a motives, and objective
martyrdom-seeker reasoning; ‘in various ways,
perception management
without a belt; this combines truth projection,
decoration is well- operations security,
cover and deception and
deserved”
psychological operations’.14
This smoke and
mirrors definition, using a
language deliberately exclusive to insiders,
is designed to remove an area of legitimate
public interest further from view, creating
in the process a self-sustaining sub-culture,
a cabal of professionals over whom we
have little authority. In the same breath,
the mandate and role of the information
warrior became an equal theme and
priority of the Islamic State mindset for
total war. It’s an approach that has enabled
contemporary Islamist jihadist propaganda
to match and overtake its Western rivals
as the more effective communication tool.
‘Media weapons can actually be more
potent than atomic bombs… indeed, it is no
exaggeration to say that the media operative

is a martyrdom-seeker without a belt; this
decoration is well-deserved’. This powerful
and provocative pronouncement was part
of an Islamic State Directive about its use of
propaganda for jihad against the West first
published online in April 2016.15
The Directive encapsulates at length
just how important media strategy has been
in the IS grand scheme for total war and
suggests that certain kinds of propaganda
will have the power to outlast the act of
conventional war itself. In the analysis
which accompanies the translation and
presentation of the Directive, it is referred to
as setting a benchmark for insurgent strategic
communications the world over.
STRATEGIC INFORMATION
WARFARE
The use of information as a method of
warfare, sometimes packaged nowadays as
‘hybrid war’ is causing Western strategists
and planners to rethink their approach.
Addressing the information dimension
of the global war on terrorism, experts
such as former chief strategist in the US
State Department’s Counterterrorism
Bureau, David Kilcullen, have called for
the development of capacity specifically
for strategic information warfare and an
integrating function ‘that draws together all
the components of what we say and what
we do’. Kilcullen has noted that ‘... for AlQa’eda the main effort is information; for us,
information is a supporting effort.’16
The emphasis on the relationship
between the physical and psychological
aspects of contemporary operations
highlights the importance of the role of
strategic narratives. These are compelling
story lines ‘which can explain events
convincingly and from which inferences
can be drawn ... designed or nurtured with
the intention of structuring the responses of
others to developing events’.17
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A successful narrative can help achieve
strategic aims and ‘link certain events while
disentangling others, distinguish good news
from bad tidings, and explain who is winning
and who is losing’.18 Establishing and putting
across a convincing narrative is a concept
that is at the heart of all successful modern
communications, and it is one of the defining
elements conspicuously absent from the
West’s approach to framing its relationships
in the Arab world, either domestically or in
the region.
It is the inability to articulate and
communicate a consistent and credible
narrative that has been at the heart of
Britain’s reputational crisis in its information
wars in the Middle East, from its ambivalent
promises of Arab independence after the
First World War, to its abandonment of
Palestine and a two-state solution in 1948,
the deceit and disaster of the Suez betrayal in
1956, the arguably illegal invasion of Iraq in
2003 and its chaotic aftermath, and the illfated campaign for regime change in Libya in
2011. It is a story of poorly thought through
information strategy and subsequent crisis
management, disaster recovery, damage
limitation and finally reputational deficit.

The narrative structure through which
these events have been processed shows how
Britain’s record comes up short, revealing
a consistent and dismaying disconnection
between what it says and does. If this is to
change, we have to construct a different kind
of narrative that enables us to communicate
on equal terms, on a basis that is integrated
and centrally managed, powered by modern
values of leadership, governance, civil rights,
and a clean break with the outdated models
that have shaped past world views of the
region, defining a narrative that above all
accommodates and includes mainstream
Arab and Islamic thinking.
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SOCIAL ARCHITECTS AND WAR
Evidence shows that modern
communications thinking and tactics have
been progressively engaged as part of an
ongoing struggle for hearts and minds in
the Middle East alongside objectives on the
battlefield and in boardrooms. Moreover,
their use has been planned, managed and
organised at the highest national level to
operate with maximum impact on the
collective psyche of nations and individuals.
In this context, modern information
war can be plotted from its First World
War origins through to the development
of more ideologically driven and closely
curated propaganda in the 1930s and
Second World War, and beyond that to the
more fragmented and opaque practices of
the present day. What does the term social
architecture mean, and who qualifies as a
social architect?
Though generally taken in its meaning
to describe the conscious design of an
environment that promotes particular types
of social behaviour, I have
interpreted the term in
“The exploitation
this case more narrowly
of Lawrence and
as applying to those
individuals whose theories
the Arab Revolt
and actions have together
to counter the
been pivotal in developing
narrative of military the way in which mass
communication is used by
jihad propagated by governing elites to influence
public opinion. The term
Ottoman Turkey
alongside other more
and its German ally sits
specialist phrases such as
was at the heart of ‘engineer of consent’ to
those innovators
the West’s strategy describe
at the confluence of systems
to dominate the post theory, organisational
development, psychology,
First World War
social psychology and
Middle East.”
communications theory.
Together with the

intellectual explorers who have collectively
enabled this new and often secretive
mechanism for selling ideas on a mass
scale, this analysis examines some of the
more strikingly successful interpreters of
those ideas, the politicians, propagandists
and mythomanes with the means and
opportunity to convert theory into
campaigning and in the process change
attitudes, behaviours and lives. These include
the earliest theorists of crowd behaviour
such as Gustave Le Bon and Wilfred Trotter
together with formative analysts and shapers
of public opinion, among them the groundbreaking American journalist and liberal
thinker of the 1920s, Walter Lippmann,
whose 1922 book ‘Public Opinion’ was
instrumental in fuelling the ways in which
both liberal democracies and fledgling
European dictatorships alike sought to
influence and harness the public mind in
Europe during the 1920s and 1930s.
Some of the major contributors to the
propaganda front that developed in tandem
with the Great War, both in the US and
Britain, are names perhaps less well known
these days, among them George Creel, head
of the US Committee on Public Information
and Sir Campbell Stuart, Deputy Director
of the British government propaganda
department from early 1918.
The American journalist and publicist
Lowell Thomas’ account of his time in
the Hijaz and Palestine with Colonel T.
E. Lawrence, recalled in ‘With Lawrence
in Arabia’, offers a unique representation
of perhaps the greatest icon of wartime
propaganda. Never have these techniques
been more cleverly or assiduously applied to
promoting the story of one individual in the
national cause – Lawrence remaining a man
whose time in harness in the service of the
British Empire remains more mythologised
than perhaps any individual in military
history. The exploitation of Lawrence and
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the Arab Revolt to counter
perception management came
the narrative of military jihad “The West is losing
so badly unstuck during the
propagated by Ottoman
of 2017 in the outing
territory to students summer
Turkey and its German ally
of its role in destabilising the
of propaganda
was at the heart of the West’s
South African government.
strategy to dominate the post who have now
These and others were highly
First World War Middle East,
influential in selling the
moved beyond their tainted versions of freedom
and its impact has resonated
through the subsequent
and democracy in the First
Western teachers
century of political
Gulf War of 1990 and
to become stylised
realignment in the region.
the 2003 Iraq War to the
The major influencers
‘media mujahidin’, West, the Iraqis and their
on the Middle East’s
Above all else,
in whose hands the neighbours.
development in the second
it is the switch in Western
half of the 20th century
camera is judged to propaganda to this model,
include a clutch of Arab
un-coordinated
be as important a fragmented,
political leaders and
and driven by private sector
weapon as the gun.” expedience which has, in part,
consummate propagandists
such as Egypt’s Gamal
created the deficit now being
Abd Al Nasser, Iraqi
felt by the West in its battle to
President Saddam Hussein and PLO leader
control hearts and minds in the region.
Yasser Arafat in Palestine, alongside the
One illustration of this gap is afforded
lesser known Haj Amin Al Husseini, the
by current Salafi jihadist propaganda, and
Palestinian Grand Mufti of Jerusalem who
most overtly the precision tooled output
worked closely with the Nazis to unseat the
of Islamic State under the supervision of
British and saturate the Arab world with
its late Head of Media Operations, Syrian
anti-Jewish propaganda throughout the
Ahmad Abousamra.19 On this jagged front
Second World War. In turn, the British Prime line of the information war, the West is losing
territory to students of propaganda who have
Minister during the era-defining Suez crisis
now moved beyond their Western teachers
of 1956, Sir Anthony Eden, took a strong
to become stylised ‘media mujahidin’, in
personal hand in the strategic direction
whose hands the camera is judged to be as
and tactical rollout of British propaganda
important a weapon as the gun.
directed at Egypt and especially Nasser.
What they have absorbed and refined
Britain’s secret wars in Yemen and
in their information operations not only
Oman in the 1970s, and the subsequent
reproduces the traditional but also marks
outsourcing of propaganda and information
a departure into the innovative and darkly
war since Operation Desert Shield in 1990,
imaginative, even capable of injecting a
has spawned its own growth industry
modernist twist by introducing the child
around the world and brought with it niche
friendly animated cartoon as a softer, lower
suppliers of independent, conflict conversant
impact propaganda tool. 20 With the merging
communications expertise. Too little is
of conventional and insurgent war in the
still known about this new breed of social
melting pot of the modern day Middle
architect, men like the head of the US-based
East, especially in countries such as Syria
The Rendon Group, John Rendon, or British
and Iraq so recently under occupation by
firm Bell Pottinger, whose style and legacy of
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Islamic State and others, the
persuaders, puppet masters
technology-enabled digital
pulling the strings of the
“The concept of
and social media based
public consciousness. Even
propaganda as an now, its methodology is little
propaganda campaigns
that have taken the images
instrument of war understood by outsiders
associated with war atrocities
even whilst its practice has
and a means of
and their appeals for recruits
leaked into almost every area
achieving foreign
directly into the Western
of public life. The late Arthur
home through the mobile
(d. 2010), Professor of
policy aims can be Siegel
channels of the tablet and
the Communications Studies
seen in one sense
the smartphone require
Program at Canada’s York
increased scrutiny.
as a management University is credited with
A report by the
categorising propaganda into
tool exercised by
controversial UK-based
four basic varieties: the first,
think tank Policy Exchange
governments in their and one which he argues that
in September 2017 found
Western Governments no
pursuit of power.”
that online jihadist
longer engage in as untenable,
propaganda attracts more
he defined as ‘The Big Lie’, for
clicks in the UK than any
example the Nazi paranoid
other country in Europe. 21 Britain is home
delusion that an international Jewish
to the fifth-biggest audience in the world
conspiracy planned to seize power in the
for extremist content after Turkey, the US,
US, Britain and the Soviet Union and then
Saudi Arabia and Iraq, the report found. In
launch a war to destroy the Nazi regime and
the 21st century, it seems that propaganda
exterminate the German people. The second
must now occupy new spaces, bypassing
variety relies on the precept that something
traditional channels and opening up a direct
doesn’t have to be true, but simply plausible.
dialogue with individuals, groups and tribes,
The third variety requires the truth but a
a much more devolved and informal sort of
withholding of the other side’s point of view,
communications model than in previous
generally meaning censorship or at least
wars, one less inhibited by censorship and
self-censorship; and the fourth and most
facilitated by the ubiquity and speed of
productive according to Siegel is to tell the
mobile communications and the powerful
truth, warts and all. 22
Whichever model propagandists might
concept of open and shared access.
use, they tend to mine the same rich seam of
practical campaigning tools. Highly selective
DEFINING PROPAGANDA
stories are presented as comprehensive,
The concept of propaganda as an
stories are underpinned by partial facts,
instrument of war and a means of achieving
planted ‘experts’ supply informed opinion,
foreign policy aims can be seen in one
insight and thought leadership, when
sense as a management tool exercised by
in reality they are peddling an officially
governments in their pursuit of power;
approved version of events, and often the
the term is most often used in a pejorative
focus on a narrow range of discourse in
context to give the sense of information that
which the boundaries are limited gives the
is one-sided and intrinsically corrupted;
illusion of free debate where in reality none
and propagandists portrayed as hidden
exists.
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Modern propaganda is best
rationalised in three distinct phases,
the first ‘systematic’ of these broadly
incorporating First World War practices;
the second ‘scientific’ phase emerging into
use §through the early 1920s and 1930s and
into the post war period; and a third phase
of ‘specialist’ propaganda which, from the
second war onwards has accommodated
a range of different interpretations of the
traditional form including psychological
operations, perception management and
public diplomacy. Sir Campbell Stuart, head
of the British propaganda effort at Crewe
House from early 1918, could be seen as one
of the first, along with his US counterpart
George Creel, to systematise the formal
practice of propaganda, building it into a
recognisable management discipline with a
set of structures and processes which made
it accountable and its impact measurable.
Whilst he personally believed that all
propaganda needed to be true, he equally
prescribed that before any propaganda could
be produced, a clear information policy
should be defined based on rigorous analysis
of the military, economic and social facts,
and any outstanding counter arguments
identified and eliminated, only then could
the tactical dimension of propaganda be
deployed effectively. In his book, The Secrets of
Crewe House, Stuart, like Creel, was especially
anxious to stress these formalising aspects of
his approach.
The emergence and rise after the First
World War of public relations (PR) as a
more scientifically centred and complex
discipline driven by the principles of systems
theory, organisational development and
group psychology, brought a fresh strategic
dimension to the possibilities of propaganda
and infused its second post-World War One
phase. Defining itself as a discipline that
looks after reputation with the aim of earning
understanding and support and influencing
018

opinion and behaviour, PR now describes
its modus operandi as ‘the planned and
sustained effort to establish and maintain
goodwill and mutual understanding between
an organisation and its publics’. 23
The milestone that marks the formal
advent of this more psychological approach is
the publication in 1923 of Crystallising Public
Opinion, the manifesto written by Edward
Bernays about the new pseudoscience of
public relations which was to change the
way in which communications was both
perceived and used. 24 Persuasive PR is
now a growing and legitimate part of the
organisational management process, a
global business in its own right worth over
£13 billion annually in the UK alone. 25 PR
and propaganda, though ethically distinct
from each other, share many of the same
genealogical features and are part of the
same intellectual tradition designed to bring
systematic force to bear on shaping the public
mind. This reality has resonated in successive
interventions in the Middle East, as part
of the information landscape prior to and
post Suez, in the case for pre-emptive action
put to the British Parliament to support
the invasion of Saddam Hussein’s Iraq in
2003 (the so-called ‘dodgy dossier’) and
in the subsequent campaign of perception
management and distortion rolled out by the
US and its allies to subvert the post-invasion
information environment in Iraq.
ALL ABOUT PERCEPTION
Since the 1930s, when a more
psychological style of propaganda was
taken up as the predominant model by all
sides waging information war, successive
specialisms have fragmented the field so that
deeper layers of knowledge and skills have
been added to the propagandist’s toolkit. The
post 1945 decades of colonial and insurgent
wars introduced more comprehensively
the practice of psychological operations
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(PsyOps) as a narrower, more targeted
construct. This modernistic reinterpretation
of propaganda has been applied in wars from
Vietnam and Kenya to Malaya and Korea
and was part of Britain’s military response
to the insurgent wars in Oman and Yemen
during the 1960s and 1970s.
The military ownership and
deployment of PsyOps in war theatres has
served to make propaganda more mysterious
and to remove it further from public view. An
example of ‘Black’ PsyOps, taken from post
invasion Iraq in February 2003, tells the story
of Radio Tikrit, a reportedly CIA established
radio station which built its credibility on the
basis that it was being run by loyal Saddam
supporters in the Tikrit area but which,
within weeks, changed its
tone to become overtly
“The military
critical of Saddam, a ruse
ownership and
which the CIA hoped the
deployment of
audience would not detect. 26
To this highly
PsyOps in war
specialised branch of
theatres has
conflict-centric propaganda
can be added ‘perception
served to make
management’, a further
propaganda more extension of the practice.
This concept, a hybrid of a
mysterious and to
modern communications
remove it further
model but with a conflict
zone focus, has grown into
from public view.
maturity since the first Gulf
‘Black’ PsyOps,
war of 1990, the invasion of
Afghanistan in 2001 and
taken from postthe Iraq war of 2003; it has
invasion Iraq in
become the predominant,
February 2003, tells most powerful and
the story of Radio pervasive propaganda tool
at work in the service of the
Tikrit, a reportedly West in the conflict zones of
the Middle East.
CIA established
The concept was
radio station.”
pioneered in the 1980s
under the Reagan

administration in order to avoid the public
opposition to future wars that was seen
during the Vietnam War, according to
journalist Kenneth G. Eade. 27 At the onset
of the Iraq war in 2003, journalists were
embedded with US troops as combat
cameramen. The reason for this was not to
show what was happening in the war, but to
present the American view of it. ‘Perception
management was used to promote the belief
that weapons of mass destruction (WMD)
were being manufactured in Iraq to promote
its military intervention, even though the
real purpose behind the war was regime
change’, 28 he wrote.
The idea driving perception
management is to change attitudes
and behaviours by creating a pseudo
environment, controlling critical elements
of information (including disinformation)
central to decision-making by the targeted
audience. This methodology allows the
propagandist to overlay a constructed
version of reality upon the existing facts, the
equivalent of an existential conjuring trick.
One of the most quoted examples of
perception management at work concerned
the story spread after the Iraqi invasion of
Kuwait in August 1990, when a variation of
‘bayonet baby effect’ atrocity propaganda
caught the news agenda. This infamous
incident, later to be challenged, promoted
a supposed eye witness account of Iraqi
soldiers breaking into the Al-Adan hospital
in Kuwait City and throwing babies out of
intensive care incubators in order to take the
expensive machines back to Iraq, leaving up
to 300 premature babies to die on the floor.
The story travelled around the globe
and was held up time and again as an
example of Iraqi barbarism. In the public
discourse about the wrongs or rights of the
war, it achieved in time an iconic, emblematic
status. Only when its originator was revealed
as the 15 year old daughter of the Kuwaiti
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ambassador to the United States, Saud
Nasir Al-Sabah, and her testimony at the
Congressional Human Rights Caucus on
10 October 1990 was shown to have been
prepared for her by a senior executive of the
global PR firm Hill & Knowlton, did the
truth emerge. Her account was exposed by
investigative journalists as fictitious, and part
of Hill & Knowlton’s campaign of perception
management undertaken for the Kuwaiti
Government in exile. 29
PUBLIC DIPLOMACY AND SOFT
POWER
Public diplomacy, a term coined
in the mid-1960s by the Dean of the
Fletcher School of Law and Diplomacy,
Edmund Gullion, is now ubiquitous
though it remains little understood. The
term tends to be applied to the multiple
ways in which governments can bypass
traditional mechanisms and channels
of communication in favour of direct
interaction between groups, peoples and
cultures beyond national borders; it has been
defined as ‘a key mechanism through which
nations foster mutual trust and productive
relationships’. 30 The idea is that organisations
which are representative of a nation’s
values and reflective in the broad sense
of its policies and civil and human rights
profiles, should act as primary influencers
in shaping the views of people in other
countries, thereby impacting indirectly on
their own governments and affecting policy
accordingly.
The travelling companion of public
diplomacy is soft power. Harvard University
Professor Joseph Nye coined this phrase
to describe a nation’s power of attraction as
opposed to the hard power of coercion; soft
power most typically derives from culture,
political values and foreign policy. 31 Soft
power, itself an opaque concept to many,
has been defined as the ability to get desired
02 0

outcomes because ‘others want what you
want ... the ability to achieve goals through
attraction rather than coercion’. 32
But where does propaganda finish and
public diplomacy start? Edmund Gullion
admits they are basically the same thing, ‘to
connote this activity, we tried to find a name.
I would have liked to call it ‘propaganda.’ It
seemed like the nearest thing in the pure
interpretation of the word to what we were
doing. However, ‘propaganda’ has always
had a pejorative connotation… to describe
the whole range of communications,
information and propaganda, we hit upon
‘public diplomacy’. 33
In the Middle East, both the West
and Arab states have been practising public
diplomacy for years, though it wasn’t always
necessarily travelling under that name. A
year before the Suez crisis of 1956, the British
government had noticed with growing
concern that the Egyptians were seeking to
spread their influence by gaining cultural
leadership of the Arab world using Egyptian
press, radio and the teaching profession to
gain a beachhead amongst Arabic speaking
audiences. To counter this insidious threat
to their oil interests, the British committed
more money and resources to beefing up
their capacity to influence opinion in the
region indirectly, by committing more cash
to initiatives including the British Council,
which they identified as ‘perhaps the most
effective instrument for spreading our
power’. 34 Accordingly, the British Council
was awarded in 1956 a special budget of
£150,000 (equal to about £3.5 million today)
to fund expansion in the region. This, says the
Council today, was the ‘result of Government
reviews into its activities, reinforcing the
importance of the region to future British
interests, and our unique role in developing
relationships between the UK and countries
in the region’. 35
The organisation has remained
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amongst the most visible and enduring
examples of soft power in action, providing
language skills and broader cultural
opportunities to students from across the
region.
THE ONGOING BATTLE TO
CONTROL PUBLIC OPINION IN THE
REGION
The complexity of modern information
war and the scale of its penetration of the
dialogue of Western and Arab governments
have been both unexpected and powerful.
The role of information and propaganda
in pursuing policy aims has in the last 20
years progressively crossed the divide in the
Middle East from being a primarily Western
tool to one which is now in the mainstream
of Arab government thinking and capacity.
A significant transfer of knowledge and
expertise has taken place since Operation
Iraqi Freedom in 2003 and the uprisings of
the Arab Spring of 2011 which shows that the
battle to control public opinion both within
and beyond the region has assumed new and
dramatic proportions where more than ever
is at stake in influencing the public mind,
dominating the news agenda and crafting a
vision of the future.
At the same time, events have shown
the practical difficulties of managing
the downside of a more open, proactive
information culture and policy; postKhashoggi, the Saudi state is learning the
bitter lesson that the technical skills of
media strategy and PR campaigning must
travel hand in hand with those of crisis
management and disaster recovery, two sides
of the same perception management coin.
Information war, alongside soft power,
is becoming the principal battleground in a
new phase of conflict both intra regionally
and in the relationship between the West
and the Arab world. Engaging in and
winning this war will be the big prize as the

21st century moves out of its first decades.
Public opinion, for so long at the periphery of
power-play politics and strategic and military
interests, is going to occupy a much more
central role in the future of the region and
those who can best influence and control it
will find themselves the new masters.
The predominantly youthful and
increasingly connected Arab world is no
longer prepared to play simply by the rules of
the old elites and vested interests in the way
of past generations. Young people are today
changing traditional social and educational
patterns; they are becoming entrepreneurs
and informed consumers; they are assuming
high profile leadership roles, moving more
comfortably around the world and looking
both east and west for inspiration and
alliances.
It is up to the West to respond with
policy initiatives that reflect some of the
opportunities presented by this more
three-dimensional vision of the world, ones
that can offer something new and more
imaginative, that should challenge the next
generations of leaders to think beyond the
stale and the failed. In What Went Wrong?:
Western Impact and Middle Eastern Response,
his 2002 analysis of the crisis in the Muslim
world that anticipated the catastrophe of
9/11, the historian Bernard Lewis floated the
idea that civil society would seem to offer the
best hope for decent coexistence between
Islam and the West, based on the value of
mutual respect.
This view has many supporters, among
them former British Foreign Secretary David
Miliband who proposed in his prescient
speech in Oxford in 2009 that the time
has come to assemble broad coalitions and
alliances that are inclusive of all citizens,
not simply the old elites. Leadership skills,
stronger and more modern institutions and
participative government help build more
inclusive societies; sectarian tolerance and
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resolution of the refugee crisis in a region still
in chaos are priorities for Western and Arab
governments to tackle together. This message
is gaining traction amongst those thinking
about building institutions and governments
designed to deliver a subtly different shaped
and powered future. If British and Arab
relations really have been damaged by the
use of ‘lazy stereotypes’, we need to think
as Miliband suggested about how we use
language and terms such as ‘extreme’ and
‘moderate’.
If the UK and Western powers
continue to invade countries as we did Iraq
in 2003, we also need to understand the link
with the ‘bitterness, distrust and resentment’
in the region that will follow.
Now a century on from the Paris Peace
conference of 1919 and the downstream
treaties of 1920 at Sèvres and San Remo
that led to the redrawing of the modern
Middle East, and it is apposite to reflect on
the outcomes for a region that has gone on to
suffer ensuing decades of recurring military,
economic and political strife. The major
events and milestones that have marked the
passage of Western intervention over the
20th century and into the 21st include names
and events whose associations are now
indelibly marked as steps in the progressive
decline of the West as a major interventionist
power and influence in the region.
The Palestine Mandate, the Suez
crisis, the Iraq wars and the campaign for
Libyan regime change have all reserved a
place in a Western consciousness that has
increasingly struggled to come to terms with
uncomfortable themes of self-regard and
self-interest at the expense of national selfdetermination as envisaged by US President
Woodrow Wilson and the nascent League of
Nations in 1919.
Instead, Western interventionism has
been challenged by a new order of regional
empire building and ideological ambition
02 2

driven by Russia, Turkey, Iran and the
Kurdish push for a political state. The events
of the Arab Spring in 2011 and of the ‘Nile
Spring’ in 2019, whilst still truncated in their
political outcomes have begun a process that
has exposed the green shoots of a new and
dynamic generation of Arab public opinion
unhooked from the old stereotype of the
‘Arab street’, which is fast carving out new
spaces for young and more insistent voices.
This trend looks irresistible, destined to grow
whatever the short term obstacles placed in
its path. It is time for Britain and the West
to respond to this major opportunity of a
fast galvanising and activist Arab world by
closing the gap between what we say and
what we do and in the process, set the old
aside and embrace the new.
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